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US. Depnrtment of Justlos

4

Wlﬁmof.lmﬂp;l&_ '
935 Pemrisylvania Ave., N.W,
‘Washington, D.C. 20535
" November 19, 2007 2
116 Sheridan Averme o
San Francisco, California
To whom it may concern: o o -
. Under the suthority of Executive Otder 12333, dated December 4, 1981, and pursuant to
Title 18, Unlted States Code (U.5.C.), Section 2709 (Section 201 of the Blectronic Communications

\ of I amended, October 26, 2001), yt hereby directed to provide to the
e e ) ey o

(FBY) the subscriber’s namo, address, length of service, and electronic ™

communication transactional ecords, to include existing transaction/activity logs and all electronic mail
(&mﬂ)&m information (not to includa message content and/or subject fields), for the below-listed

tjm323@archive.org

djs222@archive.org
tod95@archive.org

. Please see the attachment following this letter for the of information that you might
conslder to be a electronic communjcations transactionsl record Wemnmdimﬁgﬁammahmld
-pmﬁdqmd‘wushou!dﬂmmﬂd&lnfmuﬂmcngm;wﬂﬂsmmamm 0s¢ the content

of any electronic communication. Titls 18, U.S.C.,'Section 2510(8) defines content as "any information
conceining the substance, purport, or meaning of* 2 communication, Subject lines of c-mails and
message content ars content information and should not be provided pursuant to this letter.

L Hmmmnmmnmmw-mwﬁhnuﬂmmm ction of .
information to the date of the of this letter. If providing information to the date of processing
is not feasible, please Me to the dabe of recaipt o this letter,

While fulfi
interrupt sexvice lontih?ﬂ:e-dﬁmbed subscriber(s) or sccounts, A service in&umg:m o
degrwdation may alert the subderiber(s)/account users(s) that investigative action is being taken. If you
are pot able to fulfill obligations under this lettér without alerting the subsesiberfateount user,
plmemuctthsmmonqpmceedlng. ) o :

- In accordance with Title 18, U.S.C,, Section 2709(b), I certify that the information sought is
relevant to'an authorized investigation to protect agalnst international tesrorism o clandestine -
intelligence activitics, and that such an investigation of a United States person is not conducted solely on
the basis.of activities protected by the First AmenglmﬂalmlheConsﬂmtion of the'United Sﬂnea. .

obligations under this Ieiter, pleass do aot disable, suspend, lock, cancel or- -



Chris Hoofnagle
Typewritten Text
tjm323@archive.org
djs222@archive.org
tod95@archive.org


Inaoomdancawith 18U.8.0.§ZTMcXILIwﬁfythﬂadisclomreoﬂhsfact&nttthBI

[™ ar obtained access to the information ghtbythlsiommay the national secutity
of the United States, intetfere with a criminal, counterterrorism, ot einmaﬂm
interfere with di relations, arendansu-thellfem:llﬁwicalaafayot"apmon. y, 18

Us.C §2709(c l)and(!)prohibiu or any officér, employes, or agent of yours, fromh
this letter, other mmmwwhm%misnmmwcomplywimﬂnmortom .
aumwywownhpladﬁumlegdmmwnhmpmto this letter. '

In accordince with lSUSC.§2709(c)(3).ymmdheewdtonoﬁfyanymmwwhom
you have disclosed this Mmmwoymahombjmwﬁenonﬁwhmmquﬁmmmdm
mmmmopm&wdﬁmnﬁsdm;ﬂwlm:toumeelm o : :

Inmdumwimlau.sc.n?m(c)et thpmluksfortheinfonnam should
identify any pmontowhmnsuchdmlomhu madeortowhomsuchdisclosumwﬂlbem
In no instancs will you be required to identify any attomeyito whom disclosure was made or will be
_mademomwobhiniegdadvioeorbgnlmwvdmmwmsleﬂer .

In accordance with 18 U.S.C, §3$ll(a)and(b)(l).youhw¢a:ighlmchaﬂengndﬁslemlf
thuwiseunl ﬁ:landthr.ﬂ tho the
%mmmam.?mmmd“m o & chﬂlensa

. hmrdmwithlaus.c.issu(c munlawﬁutaﬂmwoomplywimthiaw inelﬂding :
enﬁomemm '

any nondioclosm requircment. may résult in Umtedsum bringing an

. il & ghpedtad 1o DY 'dﬂmwwtdﬂﬂsmwpmmﬂu lohl!plmmtlw
of the FB ﬂnwghmofadeﬁvuymﬁmmmmsm&xwiﬂﬂn

fourteen (19) Dusiness y;meaiptoftltlslﬂtﬂ’ :

RaN ngthianqunuhouldhedmctedml to the FBI

depending on whether the service is personal or aidelivery service.
> ECUTH tigng, you 8 neimetmdlherecordsﬂnoughmuﬁnemailnordiaclose
theaubstanoeofﬂ:iarequestmanytelephmeonmnﬂm '

.~ Your cooperation in this matter s greatly qpp_mcmted.

Sincerely,
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Local and LD telephone toll billing
records

Telephone number or other account
identifier

(such as username or “screen name”)
Length & type of service provided
Session times and duration
Temporarily assigned network address
Means and source of payment

Log files

IP addresses

Passwords used

Identities of e-mail correspondents
all “record[s] or other information
pertaining to a

subscriber to or customer of such service
(not including the

18 Caed s

cmmuﬁuﬂmmmﬁmdmmhmwm:ﬁne 18

1

N A'm.cmmm - '
Inpmparlag wthiuNadondSectﬁtymermﬂnqumninewhﬂhu
nompanymmtﬂ E: types of information whichi may be tobem

Code Section

.

e, Anyolherinfonnalionw_ you-eonsidem an ;

mmanal!eemﬂ ' T
_Wemnutdireotmgthat shouldpmvidc,and shouldnotprov:de,infomaﬂon rsuant to this
letter that would disclose the content of ulyelec&oy:igcommumeauon a8 defined in Title 18 United

. States Code Section 2510(8). Subject lines of e-mails are content information and should not be

provided pursuant 1o this letter. the records provided ars parti largewerequestlhatyou
pmv;de this infonnaﬂonin electmnﬂc fommtprefmblyonaCR—R orDVD .
v , . __.l : L' B ! X : . N
R X ‘} ) ._.” - - .“ * . .
. - [ _[':{.‘ L—_I. . , .
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Chris Hoofnagle
Typewritten Text
Name & address
Local and LD telephone toll billing records
Telephone number or other account identifier 
(such as username or “screen name”)
Length & type of service provided
Session times and duration
Temporarily assigned network address
Means and source of payment
Log files
IP addresses
Passwords used
Identities of e-mail correspondents
all “record[s] or other information pertaining to a
subscriber to or customer of such service (not including the
contents of communications)�




